COMPLIANCE

Electronic Communications Monitoring Policy
Issued By:

Compliance Department

Applicable To:

Moody’s Employees in
Specified countries
Scope:
Global
Effective Date: March 16, 2020

Subject to the country-specific exceptions noted below, Moody’s monitors all emails and Instant Messages (or
IMs), including email communications and IMs sent or received via Moody’s remote access application on a
personal mobile device (if deployed) and any documents attached to emails and IMs sent or received by
Moody’s employees in Argentina, Australia, Brazil, Canada, Costa Rica, Cyprus, the Czech Republic, France,
Germany, Hong Kong, India, Italy, Japan, Lithuania, Mexico, Panama, People’s Republic of China, Peru,
Russia, Saudi Arabia, Singapore, South Africa, Spain, Sweden, the United Arab Emirates, the United Kingdom,
and the United States for the following reasons:
a. to detect possible violations of the EU Regulation 1060/2009 on Credit Rating Agencies, United States law,
including the Securities and Exchange Commission Rules regarding Nationally Recognized Statistical Rating
Organizations, Moody’s Code of Business Conduct (the “MCO Code”), the MIS Code of Professional
Conduct, the Policy for Record Retention, the MIS-MA Separation Policy, the Policy for Securities Trading
or other relevant policies, procedures, codes, laws and/or regulations in any relevant jurisdiction (together
“Rules”);
b. where it is necessary due to impending or threatened litigation, government or regulatory investigations,
proceedings or requests, or internal investigations; and
c. where there is a concern that employees are engaging, or employees or former employees have engaged, in
illegal, improper, or unethical activity.
Subject to the country-specific exceptions noted below, emails and IMs to be monitored will be selected by a
dedicated software program and/or a Compliance Officer:
»

on the basis of random sampling;
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»

on the basis of the presence of certain “Hot List” words or phrases. The Hot List is a list of words and
phrases which, when contained in an email or IM, may indicate a potential violation of one or more Rules;
and/or

»

following a specific request by a Compliance Officer or member of the Legal Department for a “for cause”
monitoring of certain emails or IMs.

Emails and IMs selected for monitoring will be reviewed under the direction of the Compliance or Legal
Departments.
Monitoring pursuant to this Policy may result in the processing of employees’ personal communications. Such
communications will be processed in accordance with local law, the MCO Code, and any separate consents or
other documents an employee has signed with respect to such processing.
If a reviewed email or IM is suspected of reflecting inappropriate communication or behavior in violation of any
of the Rules, the email will be escalated for further Compliance review.
Country-Specific Exceptions
This policy is subject to the following country-specific exceptions:
a. in Australia, the monitoring of IMs with third parties will be carried out only on a case-by-case basis
where there is a specific cause for concern;
b. in Brazil, emails which are identified as being personal (i.e. emails the subject of which includes the
express mention of “personal” or “private” or emails the subject of which clearly leads the reader to believe
that they are personal emails) will not be read;
c. in Canada, the monitoring of IMs with third parties will be carried out only on a case-by-case basis;
d. in Cyprus, if it is apparent, or, on opening it becomes apparent, that an email or IM is personal, then it
will not be opened or it will be closed immediately and not read further;
e. in the Czech Republic, monitoring will not be carried out on the basis of random sampling;
f. in France, monitoring will be of MIS Employees only. In addition, personal emails which are identified
as being personal (i.e. emails the subject of which includes the express mention of "personal" or “private”
or emails the subject of which leads the reader to believe that they are personal emails) will not be read
except by the IT officer (“Administrateur du système informatique”) and only: (i) where there is a risk of
or on the occurrence of a particular event as defined by French case law; (ii) in the presence of the
employee concerned; or (iii) provided that the employee has been formally asked to be present. The IT
officer may disclose the content of such email(s) to the employer if they threaten the good technical
running or safety of the IT applications or if it is necessary to safeguard the company’s interest. If, on
opening an email or IM that is not marked “personal” or “private” in the subject line, it becomes apparent
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that the email or IM is personal, it will be closed immediately and treated in the same way as emails
expressly marked “personal” or “private” as described above;
g. in Germany, monitoring will not be carried out on the basis of random sampling or the presence of
certain “Hot List” words or phrases. Monitoring will only be carried out on a case-by-case basis where
there is specific cause for concern (i.e. potential criminal behaviour or a severe infringement of obligations
under the employment contract). Emails which are identified as being personal (i.e. emails the subject of
which includes the express mention of "personal" or “private” or emails the subject of which clearly leads
the reader to believe that they are personal emails) will not be read. If, on opening an email or IM that is
not marked “personal” or “private” in the subject line, it becomes apparent that the email or IM is
personal, it will be closed immediately and not read further;
h. in Italy, monitoring will not be carried out on the basis of random sampling, and there will be no
monitoring of IMs with third parties;
i. in Lithuania, monitoring will not be carried out on the basis of random sampling. Emails which are
identified as being personal (i.e. emails the subject of which includes the express mention of "personal" or
“private” or emails the subject of which clearly leads the reader to believe that they are personal emails) will
not be read. If, on opening an email or IM that is not marked “personal” or “private” in the subject line, it
becomes apparent that the email or IMs is personal, it will be closed immediately and not read further;
j.

in the People’s Republic of China, monitoring will not be carried out with respect to any IMs between a
Moody’s employee in the People’s Republic of China and a third party where that third party has not
consented to the monitoring of that IM. If it is apparent, or, on opening it becomes apparent, that an
email or IM is personal, then it will not be opened or it will be closed immediately and not read further;

k. in Peru, emails which are identified as being personal (i.e. emails the subject of which includes the express
mention of "personal" or “private” or emails the subject of which clearly leads the reader to believe that
they are personal emails) will not be read. If, on opening an email or IM that is not marked “personal” or
“private” in the subject line, it becomes apparent that the email or IM is personal, it will be closed
immediately and not read further;
l.

in Russia, monitoring will be carried out pursuant to the Email Monitoring Policy of Moody’s Investors
Service Limited, Russian Branch;

m. in Saudi Arabia, emails which are identified as being personal (i.e. emails the subject of which includes the
express mention of "personal" or “private” or emails the subject of which clearly leads the reader to believe
that they are personal emails) will not be read. If, on opening an email or IM that is not marked
“personal” or “private” in the subject line, it becomes apparent that the email or IM is personal, it will be
closed immediately and not read further;
n. in Singapore, monitoring will not be carried out with respect to any IMs between a Moody’s employee in
Singapore and a third party where that third party has not consented to the monitoring of that IM;
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o. in Spain, emails which are identified as being personal (i.e. emails the subject of which includes the express
mention of "personal" or “private” or emails the subject of which clearly leads the reader to believe that
they are personal emails) will not be read. If, on opening an email or IM that is not marked “personal” or
“private” in the subject line, it becomes apparent that the email or IM is personal, it will be closed
immediately and not read further;
p. in Sweden, if it is apparent, or, on opening it becomes apparent, that an email or IM is strictly personal,
then it will not be opened or it will be closed immediately and not read further. The monitoring of emails
or IMs containing personal information will not go further than the minimum necessary for compliance
purposes;
q. in the United Arab Emirates, monitoring will not be carried out with respect to any email communication
or IM between a Moody’s employee in the United Arab Emirates and a third party where that third party
has not consented to the monitoring of that email or IM. If it is apparent, or, on opening it becomes
apparent, that an email or IM is personal, then it will not be opened or it will be closed immediately and
not read further; and
r. in the UK, monitoring of emails or IMs marked “personal” or “private” will be avoided wherever possible
and any monitoring of such emails or IMs will not go further than the minimum necessary for compliance
purposes and as permitted by law.

DEFINED TERMS
Instant Messaging, Instant Message or “IM”
Refers to Internet-based forms of electronic communication, including direct messaging, private messaging or
chat functionality, that enable two or more users to communicate with each other in real time.
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© 2020 Moody’s Corporation, Moody’s Investors Service, Inc., Moody’s Analytics, Inc. and/or their licensors and affiliates (collectively, “MOODY’S”). All rights reserved.
CREDIT RATINGS ISSUED BY MOODY'S INVESTORS SERVICE, INC. AND ITS RATINGS AFFILIATES (“MIS”) ARE MOODY’S CURRENT OPINIONS OF THE
RELATIVE FUTURE CREDIT RISK OF ENTITIES, CREDIT COMMITMENTS, OR DEBT OR DEBT-LIKE SECURITIES, AND MOODY’S PUBLICATIONS MAY INCLUDE
MOODY’S CURRENT OPINIONS OF THE RELATIVE FUTURE CREDIT RISK OF ENTITIES, CREDIT COMMITMENTS, OR DEBT OR DEBT-LIKE SECURITIES.
MOODY’S DEFINES CREDIT RISK AS THE RISK THAT AN ENTITY MAY NOT MEET ITS CONTRACTUAL, FINANCIAL OBLIGATIONS AS THEY COME DUE AND
ANY ESTIMATED FINANCIAL LOSS IN THE EVENT OF DEFAULT. CREDIT RATINGS DO NOT ADDRESS ANY OTHER RISK, INCLUDING BUT NOT LIMITED TO:
LIQUIDITY RISK, MARKET VALUE RISK, OR PRICE VOLATILITY. CREDIT RATINGS AND MOODY’S OPINIONS INCLUDED IN MOODY’S PUBLICATIONS ARE
NOT STATEMENTS OF CURRENT OR HISTORICAL FACT. MOODY’S PUBLICATIONS MAY ALSO INCLUDE QUANTITATIVE MODEL-BASED ESTIMATES OF
CREDIT RISK AND RELATED OPINIONS OR COMMENTARY PUBLISHED BY MOODY’S ANALYTICS, INC. CREDIT RATINGS AND MOODY’S PUBLICATIONS DO
NOT CONSTITUTE OR PROVIDE INVESTMENT OR FINANCIAL ADVICE, AND CREDIT RATINGS AND MOODY’S PUBLICATIONS ARE NOT AND DO NOT
PROVIDE RECOMMENDATIONS TO PURCHASE, SELL, OR HOLD PARTICULAR SECURITIES. NEITHER CREDIT RATINGS NOR MOODY’S PUBLICATIONS
COMMENT ON THE SUITABILITY OF AN INVESTMENT FOR ANY PARTICULAR INVESTOR. MOODY’S ISSUES ITS CREDIT RATINGS AND PUBLISHES MOODY’S
PUBLICATIONS WITH THE EXPECTATION AND UNDERSTANDING THAT EACH INVESTOR WILL, WITH DUE CARE, MAKE ITS OWN STUDY AND EVALUATION
OF EACH SECURITY THAT IS UNDER CONSIDERATION FOR PURCHASE, HOLDING, OR SALE.

MOODY’S CREDIT RATINGS AND MOODY’S PUBLICATIONS ARE NOT INTENDED FOR USE BY RETAIL INVESTORS AND IT WOULD BE RECKLESS AND INAPPROPRIATE FOR
RETAIL INVESTORS TO USE MOODY’S CREDIT RATINGS OR MOODY’S PUBLICATIONS WHEN MAKING AN INVESTMENT DECISION. IF IN DOUBT YOU SHOULD CONTACT
YOUR FINANCIAL OR OTHER PROFESSIONAL ADVISER.
ALL INFORMATION CONTAINED HEREIN IS PROTECTED BY LAW, INCLUDING BUT NOT LIMITED TO, COPYRIGHT LAW, AND NONE OF SUCH INFORMATION MAY BE COPIED
OR OTHERWISE REPRODUCED, REPACKAGED, FURTHER TRANSMITTED, TRANSFERRED, DISSEMINATED, REDISTRIBUTED OR RESOLD, OR STORED FOR SUBSEQUENT USE FOR
ANY SUCH PURPOSE, IN WHOLE OR IN PART, IN ANY FORM OR MANNER OR BY ANY MEANS WHATSOEVER, BY ANY PERSON WITHOUT MOODY’S PRIOR WRITTEN
CONSENT.
CREDIT RATINGS AND MOODY’S PUBLICATIONS ARE NOT INTENDED FOR USE BY ANY PERSON AS A BENCHMARK AS THAT TERM IS DEFINED FOR REGULATORY PURPOSES
AND MUST NOT BE USED IN ANY WAY THAT COULD RESULT IN THEM BEING CONSIDERED A BENCHMARK.
All information contained herein is obtained by MOODY’S from sources believed by it to be accurate and reliable. Because of the possibility of human or mechanical error as well as
other factors, however, all information contained herein is provided “AS IS” without warranty of any kind. MOODY'S adopts all necessary measures so that the information it uses in
assigning a credit rating is of sufficient quality and from sources MOODY'S considers to be reliable including, when appropriate, independent third-party sources. However, MOODY’S
is not an auditor and cannot in every instance independently verify or validate information received in the rating process or in preparing the Moody’s publications.
To the extent permitted by law, MOODY’S and its directors, officers, employees, agents, representatives, licensors and suppliers disclaim liability to any person or entity for any
indirect, special, consequential, or incidental losses or damages whatsoever arising from or in connection with the information contained herein or the use of or inability to use any
such information, even if MOODY’S or any of its directors, officers, employees, agents, representatives, licensors or suppliers is advised in advance of the possibility of such losses or
damages, including but not limited to: (a) any loss of present or prospective profits or (b) any loss or damage arising where the relevant financial instrument is not the subject of a
particular credit rating assigned by MOODY’S.
To the extent permitted by law, MOODY’S and its directors, officers, employees, agents, representatives, licensors and suppliers disclaim liability for any direct or compensatory
losses or damages caused to any person or entity, including but not limited to by any negligence (but excluding fraud, willful misconduct or any other type of liability that, for the
avoidance of doubt, by law cannot be excluded) on the part of, or any contingency within or beyond the control of, MOODY’S or any of its directors, officers, employees, agents,
representatives, licensors or suppliers, arising from or in connection with the information contained herein or the use of or inability to use any such information.
NO WARRANTY, EXPRESS OR IMPLIED, AS TO THE ACCURACY, TIMELINESS, COMPLETENESS, MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR PURPOSE OF ANY SUCH
RATING OR OTHER OPINION OR INFORMATION IS GIVEN OR MADE BY MOODY’S IN ANY FORM OR MANNER WHATSOEVER.

Moody’s Investors Service, Inc., a wholly-owned credit rating agency subsidiary of Moody’s Corporation (“MCO”), hereby discloses that most issuers of debt securities (including
corporate and municipal bonds, debentures, notes and commercial paper) and preferred stock rated by Moody’s Investors Service, Inc. have, prior to assignment of any rating, agreed
to pay to Moody’s Investors Service, Inc. for appraisal and rating services rendered by it fees ranging from $1,500 to approximately $2,500,000. MCO and MIS also maintain policies
and procedures to address the independence of MIS’s ratings and rating processes. Information regarding certain affiliations that may exist between directors of MCO and rated
entities, and between entities who hold ratings from MIS and have also publicly reported to the SEC an ownership interest in MCO of more than 5%, is posted annually at
www.moodys.com under the heading “Investor Relations — Corporate Governance — Director and Shareholder Affiliation Policy.”
Additional terms for Australia only: Any publication into Australia of this document is pursuant to the Australian Financial Services License of MOODY’S affiliate, Moody’s Investors
Service Pty Limited ABN 61 003 399 657AFSL 336969 and/or Moody’s Analytics Australia Pty Ltd ABN 94 105 136 972 AFSL 383569 (as applicable). This document is intended to be
provided only to “wholesale clients” within the meaning of section 761G of the Corporations Act 2001. By continuing to access this document from within Australia, you represent to
MOODY’S that you are, or are accessing the document as a representative of, a “wholesale client” and that neither you nor the entity you represent will directly or indirectly
disseminate this document or its contents to “retail clients” within the meaning of section 761G of the Corporations Act 2001. MOODY’S credit rating is an opinion as to the
creditworthiness of a debt obligation of the issuer, not on the equity securities of the issuer or any form of security that is available to retail investors. It would be reckless and
inappropriate for retail investors to use MOODY’S credit ratings or publications when making an investment decision. If in doubt you should contact your financial or other
professional adviser.
Additional terms for Japan only: Moody's Japan K.K. (“MJKK”) is a wholly-owned credit rating agency subsidiary of Moody's Group Japan G.K., which is wholly-owned by Moody’s
Overseas Holdings Inc., a wholly-owned subsidiary of MCO. Moody’s SF Japan K.K. (“MSFJ”) is a wholly-owned credit rating agency subsidiary of MJKK. MSFJ is not a Nationally
Recognized Statistical Rating Organization (“NRSRO”). Therefore, credit ratings assigned by MSFJ are Non-NRSRO Credit Ratings. Non-NRSRO Credit Ratings are assigned by an
entity that is not a NRSRO and, consequently, the rated obligation will not qualify for certain types of treatment under U.S. laws. MJKK and MSFJ are credit rating agencies registered
with the Japan Financial Services Agency and their registration numbers are FSA Commissioner (Ratings) No. 2 and 3 respectively.
MJKK or MSFJ (as applicable) hereby disclose that most issuers of debt securities (including corporate and municipal bonds, debentures, notes and commercial paper) and preferred
stock rated by MJKK or MSFJ (as applicable) have, prior to assignment of any rating, agreed to pay to MJKK or MSFJ (as applicable) for appraisal and rating services rendered by it fees
ranging from JPY200,000 to approximately JPY350,000,000.
MJKK and MSFJ also maintain policies and procedures to address Japanese regulatory requirements.
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