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Executive
Summary

Enterprise Al has a context problem. Every large
organisation now has access to powerful language
models — but access to models has not translated into
reliable, defensible Al outcomes. The organisations
achieving measurably better results are those that
have engineered what surrounds the model: the
retrieval pipelines, evaluation frameworks, governance
infrastructure, and domain knowledge that determine
whether a model’s output is accurate enough, auditable
enough, and current enough to act on. At Moody’s,

we call this surrounding infrastructure connected
intelligence — and this paper argues that it is where
enterprise Al competition will be won or lost.

The paper opens by explaining how Al context works

at a technical level: how models process tokens, why
context windows create real constraints even at one
million tokens, and why filling that window with the right
information — in the right structure, at the right moment
— is a harder engineering problem than it first appears. It
then traces the industry’s shift from prompt engineering
to context engineering: the recognition that the model’s
output is determined less by the words of the prompt
than by the configuration of everything surrounding it.

The paper then walks through the architecture of a
production-grade context layer at Moody’s — covering
ingestion and normalization, retrieval architecture,
evaluation frameworks, and governance and auditability
— before explaining how each of these challenges is
amplified in financial services across four dimensions:
temporal validity, regulatory auditability, cross-entity
complexity, and the stakes of the output.

A dedicated section on context management at scale
introduces the four core strategies production agentic
systems use — Write, Select, Compress, and Isolate

— plus a fifth emerging dimension: tool management.
Throughout, Moody’s Agentic Credit Memo workflow is
used as a concrete illustration of how these principles
apply in practice: how an agent navigates financial
statements, rating methodologies, and peer comparisons
across multiple steps, manages context window
constraints, isolates reasoning across specialised sub-
agents, and produces a sourced, auditable output. The
credit memo is used as the example because it is one

of the most context-intensive workflows in financial
services — but the same architecture underpins every
workflow Moody’s builds, from KYC screening and entity
profiling to compliance monitoring and portfolio

risk assessment.

The paper closes with an argument about durable
competitive advantage: that the model layer is
commoditising, and that the real differentiator is the
proprietary data estate, knowledge graph, and domain
expertise encoded into the intelligence layer that
surrounds it. A competitor can replicate a retrieval
pipeline. They cannot replicate 600 million entities, two
billion ownership links, and the continuous feedback
loop of real-world customer deployments that sharpens
connected intelligence with every use.

Moody’s Agentic Solutions (MAS) is the product layer
that activates connected intelligence — delivered
through Moody’s MCP Servers, purpose-built Agentic
Workflows, and a partnership strategy that makes both
available natively inside the Al environments customers
already use, including Anthropic’s Claude, Microsoft 365,
OpenAl, AWS, and Databricks.

Every enterprise now has access to powerful language
models. Few have built the infrastructure to make
them reliable.
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with privileged access to a particular model. They are
the ones that have engineered what surrounds it: the
retrieval pipelines, evaluation frameworks, governance
infrastructure, and domain-specific grounding that
determine whether a model’s output is robust enough to
act on.

At Moody’s, we call this surrounding infrastructure
connected intelligence. It is the set of systems, domain
knowledge, and governed data architecture that
determine which information reaches the model, in
what structure, at what moment, and subject to what
constraints. As context engineering has matured from

a niche concern into a recognised discipline — with
Gartner identifying it as critical enterprise infrastructure
and leading Al labs including Anthropic converging on its
importance — one thing has become clear: connected
intelligence is where enterprise Al competition will be
won or lost. And in regulated industries like financial
services, where yesterday’s data can be actively
dangerous and every output must be auditable, the
stakes are higher than anywhere else. That is the
problem Moody’s connected intelligence is engineered
to solve — and it is what every system, workflow, and
partnership described in this paper is built on.

OUTPUT

Grounded, temporally valid, auditable
response to the user or downstream agent

Full provenance logging, trace per agent
step, regulatory defensibility

Continuous evaluation scoring (relevance,
groundedness, answer quality) plus
completeness and pertinence

Write, select, compress, isolate,
and manage tools across the window

Hybrid search (semantic + sparse),
re-ranking, metadata filtering,
domain-aware navigation

RAW DATA

Multimodal inputs transformed into
structured, machine-readable form

the competitive
advantage. In
enterprise Al, outcomes
are determined by how
context is engineered
— what data reaches
the model, how it is
structured, and whether
it is current, grounded,
and auditable.



How does Al
context work?

Large language models don’t read text
the way humans do.

They process information as tokens, which are fragments
of text (typically a word, part of a word, or a punctuation
mark) that have been converted into numerical
representations the model can operate on.

Large context windows
do not guarantee better
outcomes. Without
structure, prioritization,
and signal density, more
context can degrade
accuracy rather than
improve it.

For instance, the sentence “Moody’s downgraded the
issuer’s credit rating” might be split into roughly eight to
ten tokens, with words like “Moody’s”
broken into two.

and “issuer’s” each

TOKEN BREAKDOWN:

“Moody’s downgraded the issuer’s credit rating”
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the . uer’s - rating

Each color block = 1 token

Every model has a finite context window, the maximum
number of tokens it can process in a single interaction.
Current frontier models — including Claude, Gemini, and
GPT — now offer context windows of one million tokens
or more, with some reaching two million. That sounds

enormous until you consider what a complex enterprise
workflow actually requires: ratings, research, financials,
ownership data, and regulatory filings assembled across
dozens of entities simultaneously. At that scale, context
fills fast, and what gets included, excluded, or compressed
directly determines the quality of the output. When a
model generates a response, it attends to the tokens in
its context window to determine what is relevant, but
attention is not uniform. Earlier generations of models
showed a tendency to attend more strongly to tokens
near the beginning and end of the window, with material
in the middle receiving less weight, a phenomenon called
the ‘lost in the middle’ problem. Frontier models have
made significant progress on this, but production systems
operating at scale, particularly those assembling context
from multiple heterogeneous sources, still encounter
degraded attention over long, poorly structured inputs.

This means the context window isn’t just a storage issue,
but also an attention constraint. Filling it with the right
information, in the right order, with the right density, is
an engineering challenge that grows more complex as
enterprise applications scale and as systems move from
single-query assistants to agents operating across

many inference turns. The context layer exists to solve
that challenge.



From prompt
engineering to
context engineering

The first wave of enterprise Al adoption
centered on prompt engineering: crafting
instructions so that models interpret
them correctly.

That work was valuable and remains a component of
any well-designed system. But the industry has learned,
often through expensive failure; that prompts are only
one input into a much larger system. As Anthropic’s
engineering team put it in their widely cited guidance
on building effective agents: the challenge is no

longer finding the right words for your prompts, but
answering the broader question of “what configuration
of context is most likely to generate the model’s desired
behavior?” That configuration encompasses system
instructions, tool definitions, retrieved external data,
protocol integrations, multi-turn message history, and,
increasingly, the accumulated state of agents operating
across many inference turns and longer time horizons.

Andrej Karpathy offered a widely adopted analogy for
this shift: if the LLM is the CPU, the context window

is RAM, and context engineering is the operating
system that decides what to load into working memory
and when.

The engineering challenge is one of optimization under
constraint: finding the smallest possible set of high-
signal tokens that maximizes the likelihood of a desired
outcome, given finite attention budgets and the well-
documented phenomenon of “context rot,” where model
performance degrades as poorly curated information
accumulates in the window.

Production experience has sharpened this insight
considerably. Research from production Al agent
deployments at scale has shown that KV-cache hit rate
— the efficiency with which the system reuses previously
computed context — is the single most important metric
for a production-stage agent, because the ratio of

input tokens to output tokens in agentic systems runs
approximately 100:1. The overwhelming majority of cost
and latency comes not from generating responses but
from processing context. Separately, Anthropic’s recent
work on harness engineering for long-running agents
has demonstrated that even frontier models struggle to
maintain coherent progress across multiple sessions
without structured environments that manage context
state between them. Their finding, that the space of
productive harness designs shift instead of shrink as
models improve, is a strong signal that the infrastructure
surrounding models will remain a decisive engineering
challenge regardless of how capable the models
themselves become.

But infrastructure alone is not enough. Connected
intelligence is not just the retrieval pipelines, evaluation
frameworks, and governance systems that deliver
information to the model. It is also the structured domain
knowledge those systems draw on: the relationships
between entities, sectors, and methodologies; the
temporal state of every data point; the interpretive
frameworks that determine whether a given piece of
evidence is relevant, current, and authoritative. In

financial services, a retrieval system that returns the
right document is table stakes. Connected intelligence
that understands how an issuer’s credit profile
connects to sector-level risk factors, which were revised
after a specific regulatory event, and that all three

carry independent temporal validity constraints is a
fundamentally different capability. It is the difference
between search and judgement.

Connected intelligence, properly understood, is the
production infrastructure and the structured domain
knowledge it encodes, working together to solve this
problem at scale. In regulated industries, where outputs
must be auditable, temporally valid, and grounded in
authoritative sources, both the engineering and the
knowledge it surfaces can rival the models themselves
in complexity.

N

Prompt engineering solves instructions.
Context engineering determines behavior.
Production Al performance depends on how
instructions, data, tools, and memory are
orchestrated under constraint.



The architecture of
the context layer

A production grade context layer is not a single system. It
is a stack of subsystems, each independently engineered,
evaluated, and continuously refined. What follows is how
these subsystems work at Moody'’s.

1. 2. 3. 4 .

Ingestion and Retrieval Evaluation Governance and
normalization architecture frameworks auditability
Transforms raw, Finds and ranks the Continuously validates Logs every step

multimodal data into clean, most relevant, for accuracy, relevance, for full traceability and

structured inputs. authoritative evidence. and groundedness. regulatory compliance.



Ingestion and ‘
normalization

The financial intelligence that flows into Moody’s
connected intelligence arrives in heterogeneous forms:
structured quantitative data and real-time market feeds
alongside unstructured research and filings; entity
relationship graphs alongside regulatory databases; time-
series financial metrics alongside qualitative analytical
content spanning multiple jurisdictions, source types,
and publication cadences. Before retrieval can begin, the
ingestion layer must transform these inputs into unified,
machine-readable representations normalizing entity
references, reconciling inconsistent formatting across
source types, and ensuring that every data point carries
the temporal and provenance metadata required to
evaluate its validity at query time.

What differentiates Moody’s ingestion layer is not the
tooling, as parsing and normalisation have become table
stakes, but the subject matter expertise encoded in how

it is applied. Moody’s Analytics brings deep knowledge

of the taxonomy, structure, and analytical conventions

of the full credit and compliance intelligence estate:

how risk factors are expressed across structured and
unstructured sources, where material qualifications
appear, how triggers and conditions are stated and revised
across source types and publication cycles. That expertise
is what allows our ingestion and retrieval systems to
navigate Moody’s intelligence estate with the precision

of a domain specialist, not the broad recall of a general-
purpose search engine.

Inputs

Structured data & market feeds
Research, filings & analytics
Entity graphs & regulatory databases

Time-series metrics
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Ingestion layer

Financial intelligence taxonomy

Entity normalization

Provenance & temporal tagging S Bl

Cross-source analytical conventions

)

Output

Unified
retrieval-ready
representations

Consistent entity references
Validated provenance
Precision over recall




Retrieval

Generic vector search, embedding a query and returning
the most similar documents from a store, is insufficient
for high-stakes enterprise applications. The failure mode
is subtle: vector similarity captures semantic relatedness,
but semantic relatedness is not the same as informational
relevance. A passage about debt restructuring may be
semantically close to a query about leverage ratios without
actually containing the data needed to answer it.

Production retrieval systems address this through hybrid
architectures that combine dense semantic search with
sparse retrieval methods such as BM25, followed by re-
ranking stages that apply learned or rule-based relevance
scoring. In domain-specific applications, retrieval must
also be metadata-aware, filtering by document type,
jurisdiction, publication date, and entity so that temporal
and regulatory constraints are enforced before the model
ever sees the results.

Chunking strategy is a further critical variable. Effective
chunking follows the structure of the underlying data

— using section headers, paragraph boundaries, table
delimiters, and data schema boundaries to produce
chunks that preserve analytical coherence and ensure that
quantitative and qualitative signals are not fragmented
across retrieval units.

But retrieval architecture alone does not produce
Moody’s-grade context. What differentiates our approach
is that domain knowledge is encoded directly into retrieval
logic. When an agentic system assesses a company’s
credit profile, it retrieves and cross-references earnings
call transcripts, credit ratings, regulatory filings, sector
indicators, ESG disclosures, and peer comparisons — not
as isolated sources but as a connected web of evidence,
with each element linked through Moody’s knowledge
graph. A data point anchored in these structured
relationships can be retrieved far more accurately than
one floating in isolation. This is what we mean when we
say connected intelligence encompasses knowledge, not
just infrastructure. Moody’s retrieval architecture layers a
graph-based understanding of entities and relationships
across the full intelligence estate, connecting evidence so
that critical context is never lost.

Dense semantic search
Embedding similarity across the full corpus

BM25 sparse retrieval
Keyword precision for financial
terminology and entity names

Re-ranking + metadata filtering
Document type, jurisdiction, publication date,
entity — before the model sees results

Domain-aware navigation
Moody’s systems navigate directly to the most
relevant sections of the intelligence estate - not
broad similarity search




Evaluation
frameworks

In enterprises, Al systems are scored across multiple
dimensions. The industry has converged on a core set of
evaluation dimensions: context relevance (do the retrieved
sources actually contain answer-bearing information?),
groundedness (is every claim in the response directly
supported by the retrieved context, with no hallucinated
additions?), and answer relevance (does the response
address the user’s actual question?). Each captures

a distinct failure mode. A system can score highly on
groundedness while failing on relevance if it faithfully
reports content that does not address the query.

Evaluation must be granular enough to decompose
generated answers into individual claims and verify each
against retrieved source. This is commonly implemented
through LLM-as-a-judge pipelines, where a separate
model scores the primary model’s output. It is worth
acknowledging that this introduces a degree of circularity,
using an LLM to evaluate an LLM’s output carries its

own failure modes, which is why Moody’s supplements
automated scoring with human-in-the-loop validation and
purpose-built evaluator models tuned to financial domain

accuracy. Evaluation results feed directly into CI/CD gates:

if a retrieval or prompt change causes faithfulness to drop
below a defined threshold, the change is blocked before it
reaches production.

Beyond these core dimensions, production systems also
track utilization (what fraction of retrieved context was
actually used in the response?), completeness (did the
response address all parts of the query?), and pertinence
(is the response meaningful in context, or technically
correct but analytically useless?). In finance especially, a
single data point without surrounding analytical context
is often less useful than a short paragraph that situates
the figure within a trend. Our evaluation framework is
designed to catch instances where expanding context
encourages models to produce overly long answers, lose
precision, or drift off-topic. Each update is measured
against our benchmarks so we can demonstrate when
accuracy is advancing and ensure it never slips.

Finding a document is not the same as
producing insight. Judgment requires
understanding relationships, relevance, and
temporal validity — not just semantic similarity.

Returned
for revision

LLM-as-judge

scores each claim

No

Change
blocked

~N

Model change

prompt - retrieval - weights

[
Evaluation
layers

Human review
catches circularity

| Domain evaluator
finance-tuned model

@ Score @

>90%?

Faithfulness groundedness

Completeness pertinence

Utilization relevance

.. Yes

%

Deployed
to production



Governance

In regulated industries, every context decision must

be traceable. Which documents were retrieved, which

were excluded, how were they ranked, what evaluation
scores did the output receive, and what model version
generated the response. At Moody’s, governance is

not an afterthought applied to a working system, it is a
prerequisite for deployment, built into the pipeline from the
outset through purpose-built observability infrastructure
that monitors every stage from query to response.

This matters more as systems become agentic. When

an Al agent autonomously executes a multi-step

credit assessment, retrieving earnings transcripts,
cross-referencing rating methodologies, pulling sector
benchmarks, and generating a synthesized output, the
governance layer must track not just the final answer but
the reasoning chain that produced it. Moody’s Agentic
Solutions are built with this requirement embedded: every
tool call, every retrieval decision, every intermediate
reasoning step is logged within an auditable framework.

Each agentic workflow produces a structured trace that
records sources and data points retrieved at each step, the
content used and can include other factors such as scores
assigned by the re-ranker, the evaluation metrics for the
generated output, and the model version used, creating

a complete provenance chain from query to response

that can be reviewed by compliance teams or presented

to regulators.

In a regulatory environment where “what did the Al
say?” is increasingly followed by “why did it say it?”, this
infrastructure is not optional.




Managing

context at scale

WRITE

Persist information outside

the context window for later
retrieval. Agents working on
complex tasks need to offload
intermediate reasoning, plans,
and accumulated state to external
memory rather than relying on
the window to hold everything.
At Moody’s, this is one of the
techniques our agentic systems
use to maintain continuity across
multi-step credit assessments.
As an agent works through
financial statements, rating
methodologies, and peer
comparisons, intermediate
findings can be persisted to
external memory, so they survive
context window limits and remain
available for the final synthesis,
rather than relying on the window
alone to hold an increasingly
complex analytical chain.

Retrieve the most relevant
fragments from a larger
information store. As described in
the retrieval architecture section,
production-grade selection goes
well beyond naive similarity search
— it requires hybrid retrieval, re-
ranking, metadata filtering, and in
our case, domain-aware navigation
that knows where material
information lives across Moody’s
intelligence estate.

The industry has converged on four core strategies for
managing the context window at production scale, taxonomized
by LangChain’s widely adopted research on agent context
engineering. Each addresses a different constraint; in practice,
production systems use all four simultaneously.

Retain only the tokens required
for the current task. This

is where the 100:1 input-to-
output ratio in agentic systems
becomes a practical engineering
problem. When a Moody’s agent
is processing a multi-year credit
history spanning years of financial
data, ratings history, and analytical
content, raw context can easily
exceed any model’s effective
window. Compression at agent-
to-agent boundaries, where one
agent’s output is summarized into
a concise payload before being
passed to the next, is essential.
The key insight is that what

you remove from the context
matters as much as what you
include. A focused 300-token
context grounded in the right
evidence routinely outperforms an
unfocused 100,000-token context
that merely contains it.

ISOLATE

Partition context across
specialized subsystems rather
than loading everything into a
single model’s window. Moody’s
Agentic Solutions use this pattern
extensively: when assessing a
company’s credit profile, separate
agents handle financial analysis,
sector dynamics, ESG disclosures,
and peer benchmarking, each
operating with a focused,
task-specific context. Only
compressed, verified outputs

are shared between them. This
isolation improves both accuracy
and auditability, because each
agent’s reasoning chain can be
inspected independently.

A fifth dimension is also emerging alongside
these four: tool management. As agentic
systems gain capabilities, their available

action space, the set of tools, APIs, and
data sources they can call on, grows rapidly.
Production research on agentic systems
has shown that dynamically adding or
removing tools mid-workflow degrades
both cache efficiency and output quality;
the recommended approach is to keep
tool definitions stable and instead mask
availability based on the current stage

of the task. For Moody’s, where a credit
assessment agent may need access to
financial databases, rating methodologies,
regulatory filing APIs, and news feeds at
different stages, managing which tools are
active at each step, without disrupting the
context that has already been built, is a
non-trivial engineering challenge and an
active area of investment.




Why financial services
amplify every challenge

Every challenge described in the
preceding sections, ingestion, retrieval,
evaluation, compression, isolation, tool
management, is amplified in financial
services. The data is multimodal,
inconsistently structured, and time-
sensitive in ways that are unforgiving
of error.

A refinancing reported this morning can invalidate

last week’s debt ratios entirely. Yesterday’s data is not
merely stale; if it contradicts current reality, it is actively
dangerous. This is the domain where context engineering
is hardest, and where getting it wrong has the most
immediate consequences.

%

In financial services, stale data isn’t just
neutral; it’s actively dangerous. Every output




Amplifier1 ,

The first amplifier is temporal validity.
Corpus freshness in financial services
must be measured in hours, not days.
Ingestion pipelines must detect when
new filings, ratings actions, or market
events have been published and update
the retrieval index before the next query
arrives. Failure to do so means the system
may ground its response in outdated
evidence while newer, contradictory
information exists in the source corpus
but has not yet been indexed. Standard
context layer evaluation frameworks
assume a relatively stable knowledge
base; in financial services, the correct
answer to a question can change between
morning and afternoon. Evaluation must
account for this, penalizing responses
grounded in information that was accurate
at the time of indexing but has since

been superseded. At Moody’s, this is

not a theoretical concern, it is a daily
operational requirement that shapes how
we design every stage of the pipeline.

Amplifier 2

The second amplifier is regulatory
auditability. Financial regulators across
jurisdictions are converging on a clear
expectation: Al systems used in material
financial decisions must be explainable and
auditable. In the UK, the FCA launched the
Mills Review in January 2026 to examine
how Al reshapes financial services, with
recommendations due to the FCA Board

in summer 2026 — and has confirmed

that practical guidance on audit trails,
explainability, and senior manager
accountability under SMCR is expected

by the end of 2026. The US SEC’s 2026
examination priorities explicitly include
reviewing whether firms can demonstrate
how Al-driven decisions were reached,

with examiners focused on whether Al
representations are accurate and whether
technology-driven recommendations align
with regulatory obligations. In the EU, the Al
Act imposes direct obligations on financial
institutions: Al systems used in credit
scoring and lending decisions are classified
as high-risk, requiring full technical
documentation, automatic logging of every
decision, and human oversight mechanisms
with compliance required from August 2026.
Across jurisdictions, the direction of travel
is consistent: governance is not a feature,

it is a prerequisite. Every retrieval decision,
every source ranking, every evaluation score
must be logged and defensible. This is why
Moody’s connected intelligence is built with
auditability embedded from the outset, not
applied after the fact.

Amplifier 3

The third amplifier is cross-entity
complexity. A credit assessment

does not exist in isolation. An issuer’s
profile is connected to its sector’s

risk factors, which are influenced by
macroeconomic conditions, which may
be subject to regulatory actions that vary
by jurisdiction. When an agentic system
processes this web of dependencies, a
flawed retrieval at any node can cascade
through the entire analytical chain. This is
why the domain knowledge encoded in the
context layer, the structured relationships
between entities, sectors, methodologies,
and temporal states described earlier in
this paper, is not an enhancement, it is a
structural requirement. A general-purpose
retrieval system has no way to know that
a change in sovereign risk methodology
should trigger re-evaluation of every
corporate issuer in that jurisdiction.
Connected intelligence built on a century
of accumulated domain expertise does.

Amplifier 4

The fourth amplifier is the stakes of the
output. In general-purpose enterprise Al,
a flawed response is an inconvenience
that can be corrected. In financial
services and beyond, where the data

is deep, proprietary, and temporally
complex, that asymmetry between

what can be built quickly and what can
only be accumulated through validated
data, domain-specific benchmarks,

and years of real-world deployment is
the definition of a durable advantage.
The cost of error is not reputational
embarrassment; it is financial, legal,

and regulatory exposure. This is why
faithfulness targets in financial services
typically exceed 90%, why evaluation
frameworks must decompose generated
answers into individual claims and verify
each against retrieved sources, and why
systems must be designed to catch errors
before outputs reach the user. In this
domain, connected intelligence is not
infrastructure. It is risk management.
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If an Al system can’t explain why it produced
an output, it can’t be deployed at scale in
regulated markets.
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Why the advantage
compounds

The argument that the model layer is commoditizing is

no longer a contrarian position. It is industry consensus.
IBM’s Chief Al Architect has described 2026 as a
“buyer’s market” where the model itself is not the main
differentiator. Harvard Business Review published an
analysis in February arguing that when every company
has access to the same Al models, organizational context
becomes the competitive advantage. InformationWeek’s
enterprise Al predictions counselled organizations

to “architect your stack so you can swap in vendor
innovations as they mature, while your real differentiation
lives in the domain models, policies and evaluation data
that no platform vendor can ship for you.” For Moody’s,
this is not a future scenario to prepare for. It is the
architectural principle we have already built against: our
systems are model-agnostic by design, matching different
models to different tasks across retrieval, summarization,
classification, and structured extraction.

The more important insight is that Moody’s connected
intelligence - the proprietary data estate, knowledge
graph, entity relationships, and temporal validity

rules encoded across credit, compliance, ESG, and
macroeconomic domains - is where competitive advantage
compounds. Every iteration of retrieval logic, every
refinement to evaluation benchmarks, every new data
source integrated into the pipeline makes the system
harder to replicate. But the compounding effect runs

2

The more important insight is that the connected
intelligence is where competitive advantage
compounds.

deeper than engineering. It extends to the structured
domain knowledge that the engineering draws on: the
relationships between 600 million entities, sectors, and
methodologies; the temporal validity rules that govern
when evidence expires; the interpretive frameworks that
determine whether a retrieval is relevant to a decision or
merely semantically adjacent. A competitor can replicate
a retrieval pipeline. They cannot replicate the connected
intelligence that pipeline draws on, nor the continuous
feedback loop generated by customer interactions and
real-world workflow deployments that sharpens the
system with every use. In financial services and beyond,
where the data is deep, proprietary, and temporally
complex, that asymmetry between what can be built
quickly and what can only be accumulated through
validated data, domain-specific benchmarks, and years
of real-world deployment is the definition of a durable
advantage.



How the context
layer fails

Building the context layer also means
understanding how it breaks. The
strategies described above, write,
select, compress, isolate, manage tools,
are defenses against a set of failure
modes that are now well-documented in
production systems. The OWASP Top 10
for Agentic Applications 2026, the first
industry-standard security framework
for autonomous Al, formally catalogues
many of these risks. Knowing the
taxonomy matters, because each failure
requires a different fix. Treating the
wrong one wastes engineering effort and
leaves the real problem unaddressed.

RETRIEVAL POISONING

An incorrect or outdated document retrieved early in a
multi-turn interaction can cascade through subsequent
reasoning steps. Because models treat retrieved context
as authoritative, a single bad retrieval can corrupt an
entire analytical chain. In financial services, this is
particularly dangerous: a stale research document or
outdated rating action retrieved alongside current data
can lead an agent to ground its analysis in superseded
evidence without flagging the contradiction. Research
has demonstrated that as few as five carefully crafted
documents injected into a RAG knowledge base can
manipulate Al responses with a 90% success rate. For

Moody’s, this is why retrieval must be metadata-aware and

temporally filtered, ensuring the system never treats an
outdated document as current evidence.

EVALUATION DRIFT

S

As the underlying corpus changes, evaluation benchmarks
go stale. A system that scored well on faithfulness last
quarter may be performing materially worse today if

the evaluation dataset no longer reflects the current
distribution of queries and documents. Production data
suggests that 67% of retrieval-augmented systems
experience significant retrieval accuracy degradation
within 90 days of deployment. In financial services, where
the corpus changes daily, evaluation drift is not a risk to
monitor, it is a certainty to engineer against. This is why
evaluation at Moody’s is a continuous operational
process, with benchmarks recalibrated as the underlying
data evolves.

Reliable agentic systems are built by design —
through isolation, evaluation, and traceability.



CASCADING FAILURE ACROSS AGENTS

As systems move from single-model architectures to
multi-agent workflows, a new class of failure emerges:
errors that propagate across agent boundaries. When
one agent’s flawed output becomes another agent’s

input context, the error compounds through the chain.
Simulation research has found that a single compromised
or malfunctioning agent can corrupt downstream decision-
making across an entire agent network within hours.

In Moody’s agentic workflows, where separate agents
handle financial analysis, sector assessment, and peer
benchmarking before their outputs are synthesized,

the isolation strategy described earlier is not just an
efficiency measure, it is a containment mechanism. Each
agent’s reasoning chain can be inspected and validated
independently before its output enters the next stage.

MEMORY AND CONTEXT POISONING
AS A SECURITY VECTOR

As agentic systems gain persistent memory and access
to external data sources, a new threat has emerged:
deliberate contamination of an agent’s knowledge base or
long-term memory. Unlike a prompt injection that affects
a single session, memory poisoning persists across
sessions and can cause subtle behavioral drift that is
extremely difficult to detect. The OWASP Top 10 for
Agentic Applications 2026, a globally peer-reviewed
framework developed by more than 100 security
researchers and practitioners, identifies this class of risk
as part of its new taxonomy for autonomous Al systems,
alongside agent goal hijacking, tool misuse, and cascading
trust failures. Microsoft’s own taxonomy of agentic Al
failure modes classifies it separately from traditional
prompt injection, noting that it specifically targets systems
that autonomously decide what to store and retrieve. For
any context layer operating in regulated financial services,
this reinforces the case for strict provenance tracking on
every document in the retrieval corpus and governance
controls over what enters the knowledge base. When the
industry’s leading security framework formally catalogues
these risks, they are not theoretical concerns, they are
design constraints.

These failure modes are not one-time problems to solve.
They are ongoing operational realities that require
continuous monitoring, benchmark recalibration, and
structured engineering investment. At Moody'’s, this
work is embedded in how we operate, not as periodic
audits but as part of the production pipeline itself.




What we’ve built

The models will keep getting better. That is not the
question. The question is whether the infrastructure
and knowledge surrounding those models is engineered
to capture the improvement, and in financial services,
whether it can do so at the standard of accuracy,
auditability, and temporal validity the domain demands.

For over a century, Moody’s has built one of the deepest
reservoirs of financial intelligence in the world, spanning
credit ratings, risk analytics, regulatory and compliance
data, ESG and climate assessments, economic
forecasting, and structured finance. That intelligence is
not siloed by product line. It is interconnected: entities

linked to sectors, sectors linked to sovereigns, risk factors

linked to regulatory regimes and climate exposures. A
sovereign downgrade affects every corporate issuer

in that jurisdiction. A climate event changes the risk
profile of an entire sector, which reprices the structured
finance instruments built on it, which affects the
portfolios holding those instruments, which changes

the compliance risk profile of the institutions exposed

to them. Understanding how those cascades propagate,
and encoding that understanding into retrieval logic,
evaluation frameworks, and governance infrastructure, is

what Moody’s has engineered into connected intelligence.

This is not a model. It is the accumulated knowledge of
interconnected risk, and the infrastructure that makes it
available to any model, at the moment of decision.

At the foundation of everything Moody’s has built is
connected intelligence: a unified knowledge graph
spanning more than 600 million entities and two billion
ownership links, interconnecting credit ratings, research,

financials, ownership structures, news sentiment, ESG
data, and risk signals across credit, compliance, and
operational domains. This is not a data warehouse. It is

a living architecture of interconnected risk knowledge,
continuously updated, rigorously validated, and encoded
with the interpretive frameworks that only a century of
credit and compliance expertise can produce. Connected
intelligence is what makes Moody’s context layer different

in kind, not just degree, from general-purpose alternatives.

Moody’s Agentic Solutions (MAS) is the product layer
that activates connected intelligence. MAS comprises
two integrated components: Moody’s MCP Servers, which
give Al systems direct, protocol-level access to Moody’s
proprietary intelligence estate in real time; and purpose-
built Agentic Workflows - coordinated systems of domain-
specific agents that automate end-to-end processes
across credit risk, lending, and KYC and compliance,
engineered to replicate the rigour of specialised analytical
processes with outputs that are sourced, explainable,

and auditable. MAS is available through two distribution
channels. Directly, through Moody’s own platforms,
where customers can access MCP Servers and Agentic
Workflows in the environments Moody’s operates and
controls. And through partnerships, embedded natively
inside the Al platforms where customers already work,
with each integration designed around what that
environment can uniquely deliver.

Through Anthropic’s Claude, Moody’s became the first
financial services firm in the world to launch an MCP App:
fully built, end-to-end credit and compliance workflows,
including credit memo generation, peer comparisons,
scorecard assessments, entity profiling, ownership
mapping, adverse media screening, and sanctions

checks running natively inside Claude Desktop, Claude.
ai, and Claude Enterprise, rendered as interactive,

auditable reports without leaving the interface. Through
Microsoft, Moody’s MCP Servers and a dedicated
Moody’s agent are embedded directly inside Microsoft
365 Copilot, Researcher, and Excel, putting connected
intelligence inside the productivity environment used
by over a billion people. Through OpenAl, Moody’s MCP
Servers are available inside ChatGPT Enterprise, giving
customers building Al in OpenAl environments direct
access to Moody’s proprietary intelligence. Through
AWS Marketplace, Moody’s Agentic Credit Memo
workflow is deployable directly into customers’ existing
cloud infrastructure. And through the Databricks Data
Intelligence Platform, Moody’s GenAl-ready data is
available to teams building and scaling Al solutions

on Databricks. The distribution strategy is deliberate:
connected intelligence and Moody’s Agentic Solutions
wherever customers choose to work, without friction,
without a new login, without asking them to move.

For business and technology leaders evaluating Al
investments, the implication of everything in this paper is
concrete: assess your Al strategy not by the sophistication
of the model you have deployed, but by the maturity of the
connected intelligence - the infrastructure and domain
knowledge - that surrounds it. In regulated financial
services, connected intelligence is not a technical
enhancement. It is risk management. And that is precisely
what Moody’s has built.
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