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Politically Exposed Persons (PEPs):  
The banking and finance VIP challenge 
Identifying Politically Exposed Persons (PEPs) has been part of anti-money laundering (AML) 
regulatory requirements for at least two decades and in the news for the past 18 months 
following Russia’s invasion of Ukraine. More recently, PEPs made the headlines as prominent 
figures in British politics claimed their bank accounts had been denied because they were a 
PEP. 

Over time, different international financial authorities have imposed large fines on banks for 
failing to properly comply with anti-money laundering (AML), counter-terrorist financing 
(CTF), counter-proliferation financing (CPF), and other anti-bribery and corruption (ABC) rules 
that include PEPs’ cases.  

Defining PEPs  

While there is no global definition, a PEP is defined by the Financial Action Task Force (FATF) 
as an individual who is or has been entrusted with a prominent public function or role in a 
government body or international organization. 

Why PEPs may pose risks 

AUSTRAC, most regulators, and Financial Intelligence Units define PEPs as typically exerting 
influence over government spending, including budgets, procurement processes, state 
development approvals, large country infrastructure projects, and country export/import 
trading policies. PEP examples include heads of state, government ministers or equivalent 
politicians, senior government executives, high-ranking judges, high-ranking military officers, 
central bank governors, and board members or executives of an international organization.  

The FATF guidance on PEPs states that due to their function, status, and influence, it is 
recognized that PEPs are in positions that can potentially be abused for the purposes of 
committing money laundering and related predicate offences, including corruption and 
bribery, as well as conducting activities related to terrorist or proliferation financing. In 
addition, family members and close business associates can also become classified as a PEP by 
association.  

A World Bank report refers to corruption crimes by PEPs as “grand corruption” – the proceeds 
of which are usually laundered through banks. According to the World Bank, an estimated $1 
trillion is paid in bribes annually. In another report by the United Nations Office on Drugs and 
Crime and the World Bank, it states corruption proceeds from developing countries range 
from $20 billion to $40 billion a year, contributing to a global problem of public assets theft, 
which in turn has an insidious impact on global development.
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FATF’s five main types of PEP:  

1. Foreign 

2. Domestic 

3. International organization 

4. Family members 

5. Close associates 

PEPs by association 

Families and close associates of PEPs are also subject to stricter AML/CTF monitoring and oversight because – among other things 
– their accounts could be used to receive and hold the proceeds of corruption or money laundering linked to a PEP. They may also 
exert a level of power and influence due to their relationship with the PEP. While discriminating against a PEP by association and 
denying them service would be ill-advised, it is a requirement to know identify them within a business network in addition to 
regularly monitoring their transactions and any changing risk factors. 

Managing PEP risks 

For effectiveness, FATF’s Recommendation 12 states that PEPs’ transactions are subject to additional monitoring and oversight 
with a Risk-Based Approach (RBA). Depending on a bank’s risk assessment policy, the intensity of monitoring may be increased if a 
PEP is from a high-risk jurisdiction. The World Bank consider also that both domestic and foreign PEPs hold the same risk. Most 
international banks and financial institutions already apply enhanced due diligence to both domestic and foreign PEPs.  

To comply with the FATF recommendations and national regulations related to PEPs, banks and financial institutions must perform 
know your customer (KYC) activities, including enhanced due diligence (EDD) at onboarding. This process of EDD classifies a 
customer or supplier as having a prominent position in a local or foreign government, or an international organization (such as a 
sporting ruling body), which tags them as a PEP. This action is taken to ensure any associated risk is monitored regularly, along 
with banking transactions and financial behaviors and activities.  

Anti-money laundering standards require banks, financial institutions, and designated non-financial businesses and professions 
(DNFBPs) to have a risk approach to identify whether customers are PEPs before establishing any new business relationship. The 
institutions usually comply with the requirement to identify PEPs by asking the necessary KYC questions as well as checking 
external PEP databases, such as Moody’s Grid, and applying a RBA with several key indicators:  

» the risk associated with certain jurisdictions,  

» a public official’s seniority,  

» or area of business.  

To mitigate cases where an existing customer attains PEP status after onboarding, businesses should also have an ongoing process 
that includes ongoing checks – known as perpetual KYC. 

PEPs and sanctions 

The Russia/Ukraine war and subsequent international sanctions regimes imposed by the US, EU, UK, and other countries increased, 
by default, the PEP list of Russian oligarchs and automatically moved them from PEP status to sanctioned entities. Before the 
invasion of Ukraine, many were already on PEP lists, along with their relatives and close associates. It is important to highlight that 
individuals can be listed as a PEP, and if sanctioned they will appear on both sanctions lists and PEPs list. 

Name matching PEPs 

The variation of name spelling and transliteration of scripts from one language to another can cause issues when name-matching 
PEPs during a KYC screening process – this is an issue for institutions conducting EDD. For example, the translation of Arabic script 
into Latin script can present particular challenges for compliance teams when name matching.  

https://www.fatf-gafi.org/en/publications/Fatfrecommendations/Peps-r12-r22.html
mailto:https://www.moodys.com/web/en/us/kyc/solutions/pkyc.html
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This issue can increase the number of false positives and false negatives a compliance team receives, i.e., when information about 
the wrong person is returned during a screening process. The advent of false positives and negatives can add to the burden on 
compliance teams who review true hits. The use of new, advanced filtering tools can help firms enhance their compliance 
processes, making sure screening is sensitive to those factors and can identify PEPs more accurately on an ongoing basis. 

Intelligent screening can reduce the burden on compliance teams. AI can be used to deliver name-matching technology that both 
reduces false positives and automates accurate alerts. 

Best practices for PEPs 

One of the main challenges related to PEP risks is that some jurisdictions don’t follow international guidance and standards, so the 
definitions and identification of PEPs vary from one jurisdiction to another. This variation might be customized to specific political 
environments, or the definition kept vague due to a lack of governance and transparency.  

As an example, countries could classify foreign PEPs as a high risk, and apply simple due diligence checks for local PEPs classified as 
medium or low risk, while other countries could classify PEPs the other way round with local PEPs viewed as higher risk and subject 
to EDD.  

However, most countries adopt the FATF standards and conduct EDD for both foreign and domestic PEPs. 

Exposed people 

Although not part of the regulations and the FATF recommendations, some financial institutions have created an additional 
category beyond PEPs for internal monitoring purposes: Exposed People (EP), who are not politicians or in government. The EP 
category includes famous people with power and influence, but who are not directly involved in political functions. EPs can refer to 
celebrities; dignitaries; famous athletes; actors; singers; or influencers. In some emerging countries, an EP could also be seen as 
having far more impact and political influence than a PEP. 

In all cases, the standard practice is to manage PEPs with a dual approach:  

» A PEP list based on the local regulation to satisfy the local authorities. 

» Another separate list based on international standards and the FATF recommendations to satisfy international counterparties 
– especially the related correspondent banks.   

» An optional list of VIPs or celebrities classified as an EP – these are people with influence, but do not hold a prominent public 
function in a government body or international organization.  

Once a PEP 

The other main challenge is how long is a PEP considered a PEP, for example, when a PEP has left office, are they still a PEP? There 
are no clear, set time frames defining how long a person identified as PEP remains a PEP, and the same is true for those defined as 
PEPs by association. Financial institutions and banks might accord a high-risk PEP their PEP status for life, while a low-risk PEP 
could be declassified quickly after leaving office. Different countries' regulators apply different rules; however, most financial crime 
specialists agree PEP status should remain for at least 12 to 18 months after they leave office.  

As best practice, the recommendation is to use the FATF and Wolfsberg Group guidance on PEPs. The Wolfsberg Group is a non-
governmental association of twelve global banks that adopt several standards and issue guidance known as Wolfsberg Principles. 

How Moody’s Analytics can help 

AML/CTF regulations recommend banks and other institutions consider seeking additional risk intelligence information from 
independent, curated, and reliable sources of data, including sanctions, PEPs, and adverse media, such as those provided by 
Moody’s Analytics. This is to create a profile of risk associated with customers and includes verifying if someone is a PEP or a PEP 
by association.  

mailto:https://www.moodys.com/web/en/us/kyc/solutions/screen-monitor.html
https://www.legislation.gov.uk/uksi/2017/692/part/3/chapter/2
https://www.legislation.gov.uk/uksi/2017/692/part/3/chapter/2
https://www.legislation.gov.uk/uksi/2017/692/part/3/chapter/2
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Moody’s Analytics PEP database’s inclusion criteria comprise extensive position ranking categories for government officials, 
military, judiciary, diplomate, political party, religious organizations, international organizations, and more, including four levels as 
a function for each ranking category. For example, a Diplomate category has four levels – Ambassador, Consulate, Attaché or 
Counselor. We also use a unique and comprehensive scoring mechanism built on industry best practices, which considers a PEP’s 
relative seniority level and position risk, the country risk, corruption rating, and relevant adverse media risk categories. 

In addition, and due to the potential weakness in AML, CTF, and ABC regulations in high-risk countries that lack transparency and 
who may be reluctant to list members of government as PEPs, Moody’s Analytics provides a large adverse media and negative 
news screening dataset. This includes large amounts of structured data to search and detect additional, hidden PEPs with negative 
news associations potentially linked to criminal activity or increased risk factors. Our solution harnesses AI and machine learning 
technology to automate alert processing consistently and accurately, reducing false positives by as much as 70%. 

Given the ever-growing number of PEPs and the varying risk profiles presented by PEPs, Moody’s Analytics provides the most 
effective PEP RBA, enabling institutions to direct their oversight and resources to higher-risk PEPs in their business network. This 
means institutions can also take a lighter-touch approach to PEPs identified as a lower risk based on their behaviour, negative 
news profile, jurisdiction, and the nature of their business activities.
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